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Algebraic structures: groups G,

<G, *>
<Zp¥*, o>

semigroups S, fields F, Fp, Zp, rings R, Zp.1.
<§, *> <F, e, +> <F,s, +>
<Zp.1, *> <Zp, e, +> <Zp.1, e, +>
<Zp_1, +>
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Commutative algebraic structures

Algebraic Number of Multiplicative Inverse  Additive  Inverse Distributivit Examples

strukture binary operation  operation operation operation - Yy property

operations . i + a- (b+c) =a
b+a- c

Multiplicative 1 Yes No No No No <Zn, >
Semigroup * mod n
Additve 1 No No Yes No No Set of reals
Semigroup N
Multiplicative 1 Yes Yes No No No <Zp*, >
Group
Additve 1 No No Yes Yes No <Zp, +>
Group + mod n
Ring 2 Yes No Yes Yes Yes <Zn, *,+t>
Field 2 Yes Yes Yes Yes Yes <Zp,* ,+>
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Q:[12,84,87]
Evne (k, Q) = Cy
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Existing solution
https://
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kAB — k =— L(eA
C,

Clat

DEF + Hpy —= o'fpx, w b ete 7~ ke pirivme.
DEF & s 0%'17@0/ 5@( M&K ﬁmmé% PPf(/ﬂp j)

Homomorphic CryptoSystems: Computation with encrypted data in Data Center.

-

Dec(k, @)= (1,84, 82]
Sal = 42%(_5g1 + SBL>
Enc Ck,Saf): Csa(



Dec (k, C,,, )= Sal

Cloud services

Enc (k, BL> = Gy

Eng (ky82)=C,, #2C2sCe | '

Ene (Ky12) = Cypy G, Co=Cu*(Cgy + Co,
Dee (k , Cs) = 3al  Howomerphie crerypTion

Sal = 12+ (B4 +82)

. A 29—
F o 54— 3, ; F e {swr/‘eyﬁv/é, ZM/éVfW/) ﬁzzzﬁv/éj’

S, D, < 52,0 >
Vs, g e Fllry) = ) eFCY) whete rFt)=2, F(4)=b,
@, L E Sy,
I{ wapping F iz bifeclive (12D —1) thes, howwnwrphisue F Leomot phis m

Lot R be a fietd of reale: <R, e+ b
J:iR—=R ; $(x) = kX
4 Chock: J (i) = k(a+2) =iy + Wdy = 5 X

:$C>Q_> 1T 1“)@)

2 Qecle : (o) = KXy X £ kg o Kly = Lo X, o xo

3 Check s () =2* ;{1 R— RT $

)ﬂ(k’i ‘f‘)(2> = @H+& = @%- é/s(a_ = ‘%(%L) ° \Z(ﬁ)

<Q;+> _”’<Q-{_9 ‘> 4

ﬁo/olz'%iméé( — v ltiylicative iconcorphicne, i —=K

D (heck, D = g modp; pp=(p,g)
Fermg theprem | T} X 0, then dor V' x e I,
xPt= g mw/;t?
{0 Loy — L and io 4= 20— (bijective) muppivg.
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X' = L oyror p

4; O(ZF _y O’ZF* and = A— Yo —4 [b[j&cﬁlye/ Mq/y/yiug.
Q(()Q-l-)fz) o )CL*%’LVMpM/P — gx’- ?)Q‘M/{pg//) e ¢(‘X¥)‘ SLO(Z) = O .b /MW/ P.
Adelitive b — mu lliplicative fosomorphizon.
4 theck, efi@) =m gfL wmed p . X
b(mam, ) = (MﬂvW/Z) ?2 wiedp = Migémpdpfmz " modp =b10m ) i ()

¥ *
1 e t;Zqu — I‘, .
A Check Qél:)g (VH): gmg‘/ Vz/zﬁdl"

Myt : M s

“@575 (M,;H/Vlz)- g g Wﬂdﬁ = g ,? ) ?%Mcﬂ/}#%)ﬁ (Mi)"{zﬁ(”’b)

6. chacke, d3y,g ()= G4 g maadp ; ipg (M2) = g g% rodp
°§£,g (’%"L W) = ngﬁrm@, ngﬁdF = g"’ﬂ,?%”z' ?Z R
L= x iy) weed (p-1)
g™ ﬁm' QF%HZWDIQ'P = gf"fg”, gmz, ?”L vi0 00 P
- %L‘f,g () {Lz?ng) ‘
Aﬁoﬁﬁéiy%;({a Wil bl pative bsOneorplhismr f :(/C_UPZZB prerd (p-L),

P

>> p=genstrongprime(28)

p = 232702259

>> pb=dec2bin(p)

pb=11011101 111011000001 0011 0011

Y amd guty iy ) g@;ﬁ L
2) + ( meﬂlp

>>g=2 >>m1=2000
g=2 m1 =2000
>>mod_exp(g,q,p) >>m2=3000
ans = 232702258 m2 = 3000

>> mod_exp(g,2,p)
ans=4

>>nl=mod_exp(g,m1l,p)
nl=228510651
>>n2=mod_exp(g,m2,p)
n2 =220266692
>>nl12=mod(n1*n2,p)
nl2 =181510254

]{ p- Lz éﬁ”ﬂﬂfﬁ/‘iwé/%% P =
Whet- g, — it prime as wel?.

An eﬂzrlzewfg E ka Le 2 ge Z"‘&/\’WO(Z;%
m Mo wy +//1;>M¢97[(7~4)
g s .3 = é‘ WM/D
. 2 Mﬁd -4)
Ne,=Ms - 0y mpdlg = égi%”’ ) M/éﬁp/o

>>mlpm2=mod(ml+m2,p-1)
mlpm2 = 5000
>>emlpm2=mod_exp(g,mlpm2,p)
emlpm2 = 181510254

Additiye ﬂ(tf — v KtE Y U ca1ve howw ereorf hisse,
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