
Algebraic structures: groups G,     semigroups S,    fields F, Fp, Zp,          rings R, Zp-1.

Commutative algebraic structures
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Examples

Multiplicative
Semigroup

1 Yes No No No No <Zn, •>
• mod n

Additve 
Semigroup

1 No No Yes No No Set of reals 
N

Multiplicative 
Group

1 Yes Yes No No No <Zp*, •>

Additve 
Group

1 No No Yes Yes No <Zn, + >
+ mod n

Ring 2 Yes No Yes Yes Yes <Zn, • ,+>

Field 2 Yes Yes Yes Yes Yes <Zp, • ,+>

                                      <G, >             <S, >                    <F, •, +>                     <F, •, +> 
                                      <Zp*, •>         <Zp-1, •>                  <Zp, •, +>                   <Zp-1, •, +> 
                                                             <Zp-1, +>                                                                                   

Homomorphic CryptoSystems: Computation with encrypted data in Data Center.

Existing solution
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Cloud services
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>> p=genstrongprime(28)
p = 232702259
>> pb=dec2bin(p)
pb = 1101 1101 1110 1100 0001 0011 0011

>> g=2
g = 2
>> mod_exp(g,q,p)
ans = 232702258
>> mod_exp(g,2,p)
ans = 4

>> m1=2000
m1 = 2000
>> m2=3000
m2 = 3000
>> n1=mod_exp(g,m1,p)
n1 = 228510651
>> n2=mod_exp(g,m2,p)
n2 = 220266692
>> n12=mod(n1*n2,p)
n12 = 181510254

>> m1pm2=mod(m1+m2,p-1)
m1pm2 = 5000
>> em1pm2=mod_exp(g,m1pm2,p)
em1pm2 = 181510254
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n12 = 181510254 em1pm2 = 181510254
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